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1	Decision/action requested
This contribution adds vendor development and product lifecycle processes and test laboratory accreditation into Clause 6.
2	References
[X]  GSMA FS.15: Network Equipment Security Assurance Scheme - Development and Lifecycle Assessment Methodology
[Y]  GSMA FS.16: Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements

3         Rationale
[bookmark: OLE_LINK5]The gap analysis between the scopes of SECAM accreditation for both physical network products and the virtualized network products has been proposed in clause 4.4. GSMA F.14 described security test laboratory accreditation which is a generic accreditation process. GSMA FS.15 described accessment process in clause 4 that included set-up, audit preparation, audit proceedings, publication of audit summary report, completion of the audit, interim audits. This process is generic and also applies to the virtualized network products. GSMA FS.16 described development and lifecycle security requirements that covered the aspects of design, implementation, building, testing, release etc. These security requirements are also generic and apply to the virtualized network products. So, the processes of vendor development and product lifecycle processes and test laboratory accreditation are the generic processes, the texts in clause 6 of TR 33.916 apply to the virtualized network products. 
This contribution adds text into Clause 6.
4	Detailed proposal
****************** Start of the first change ******************
[bookmark: _Toc63357118]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: definitions][2]	3GPP TR 33.916: "Security Assurance Methodology (SCAS) for 3GPP network products".
[3]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[4]	3GPP TR 33.117: "Catalogue of general security assurance requirements".
[5]	3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualised network functions".
[6]	ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement".
[7]	GSMA FS.16: "Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements".
[8]	ETSI GR NFV-SEC 007: "Functions Virtualisation (NFV); Trust; Report on Attestation Technologies and Practices for Secure Deployments".
[9]	3GPP TR 33.848: "Study on security impacts of virtualisation".
[10]	3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products (Release 12) ".
[11]	ETSI GS NFV 002: "Network Functions Virtualisation (NFV); Architectural Framework".
[12]	ETSI GS NFV-EVE 001: "Network Functions Virtualisation (NFV); Virtualisation technologies; Hypervisor Domain Requirements Specification".
[13]	ETSI GS NFV-IFA008: "Network Functions Virtualisation (NFV); Management and Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification".
[14]	ETSI GS NFV-IFA019: "Network Functions Virtualisation (NFV); Acceleration Technologies; Acceleration Resource Management Interface Specification".
[15]	ETSI GS NFV-IFA011: "Network Functions Virtualisation (NFV) Release 3; Management and Orchestration; VNF Descriptor and Packaging Specification".
[16]	ETSI GS NFV-SEC 012: "Network Functions Virtualisation (NFV) Release 3; Security; System architecture specification for execution of sensitive NFV components".
[17]	ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[X]	GSMA FS.14: “Network Equipment Security Assurance Scheme - Security Test Laboratory
Accreditation”.
[Y]	GSMA FS.15: “Network Equipment Security Assurance Scheme - Development and Lifecycle Assessment Methodology”.
[Z]	GSMA FS.16: “Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements”.
****************** End of the first change ******************

****************** Start of the second change ******************
[bookmark: _Toc57022532][bookmark: _Toc57018862][bookmark: _Toc63100042]6	Vendor development and product lifecycle processes and test laboratory accreditation
[bookmark: _Toc57018863][bookmark: _Toc57022533][bookmark: _Toc63100043]6.1	Overview
Editor's Note: This clause will summarize vendor development and product lifecycle processes and test laboratory accreditation for 3GPP virtualised network products based on the clause 6.1 in the TR33.916.
According to the description from clause 4.4, there is no gap between the scopes of SECAM accreditation for both physical network products and the virtualized network products.GSMA F.14, F.15 and F.16 [X] [Y] [Z] described test laboratory accreditation, vendor development and product lifecycle processes and security requirements respectively. These are generic accreditation and processes. So, the processes of vendor development and product lifecycle processes and test laboratory accreditation in clause 6 of TR 33.916 [2], which provide the overview of the processes and accreditation in GSMA NESAG are apply to the virtualized network products as well.
NOTE: The product development and lifecycle processes as well as test laboratory accreditation procedure described in the present document shall be revisited once GSMA SECAG publishes new methodology specifications on NESAS.
[bookmark: _Toc57022534][bookmark: _Toc57018864][bookmark: _Toc63100044]6.2	Audit and accreditation of Vendor network product development and network product lifecycle management processes
Editor's Note: This clause will describe audit and accreditation of vendor network product development and network product lifecycle management processes for 3GPP virtualised network products based on the clause 6.2 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
Vendor network product development and network product lifecycle management processes assurance requirements as well as related evaluation activities are generic in clause of TS 33.117, and apply to both physical network product classes and virtualized network products classes. All text from TS 33.117 [x], clause 6.2 applied to all types of GVNPs.
According to the gap analysis in 4.4, who takes the role of the SECAM Accreditation Body for all types of the GVNPs, which defines endor network product development and network product lifecycle management processes assurance requirements as well as related evaluation activities, needs to be confirmed by GSMA.
[bookmark: _Toc57022535][bookmark: _Toc57018865][bookmark: _Toc63100045]6.3	Audit and accreditation of test laboratories
Editor's Note: This clause will describe audit and accreditation of test laboratories for 3GPP virtualised network products based on the clause 6.3 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
The process for audit and accreditation of test laboratories in clause 6.2 of TR 33.916 are generic and apply to all types of GVNPs.
[bookmark: _Toc57018866][bookmark: _Toc57022536][bookmark: _Toc63100046]6.4	Monitoring
Editor's Note: This clause will describe monitoring for 3GPP virtualised network products based on the clause 6.4 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
All text from TS 33.916 [2], clause 6.4 applied to all types of GVNPs.
Note: To assure the GVNP security during testing process and after deployment, the hardware for GVNP for type 2, or NFVI for GVNP for type 1, which is not provided by the vendor who implements the 3GPP virtual network functions, can be assumed to comply with the monitor process in Clause 6.4 of TR 33.916.
[bookmark: _Toc57018867][bookmark: _Toc57022537][bookmark: _Toc63100047]6.5	Dispute resolution
Editor's Note: This clause will describe dispute resolution for 3GPP virtualised network products based on the clause 6.5 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
All text from TS 33.916 [2], clause 6.5 applied to all types of GVNPs.
Note: : To assure the GVNP security during testing process and after deployment, the hardware for GVNP for type 2, or NFVI for GVNP for type 1, which is not provided by the vendor who implements the 3GPP virtual network functions, can be assumed to comply with the dispute resolution process in Clause 6.5 of TR 33.916..
 

****************** End of the second change ******************

